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—~. B ELEIIR M

LT RBRAFE TG AT, BT 5 5 v 5 25 55 i 20 0 = Br ik B ) o 2 BRECT 52 5
R — AR, SRR R EE I RER: H—, DBRRShE TN, X
B B X R S AL B Ak HE (SRR B BRI, 2022) | FREHIEERASME (kR b
ANFLL 2022) | EBREGREAAR I B (2, 2022) FMEHRESE RN (R,
2024) ; HZ, UHEHSHALA (WTO) .G, BOEBSE2 0 % 5 e il al, @il
e FEASHE 28 bh R 2 P s B sh ) CIEDWAE , 2022) . RELA R S E LW ANEA SR (X)
%, 2023) , SRERLGEBEHEARSHIGRAE =, MARTEBER RSN LB (F2E,
2022) .

M bR a AR OB B X 5R By ik v R B B B B W RS B 7 R i L, (H ]
WTO M H £ 4 5 55 i 3 W L HR A 22 B or i . JF H, WTOR Bl “BG A BB JBaim
WL R S5 IR AR S, MR K2R TR o WE R ENEN AT EE, REZ, fEh—1dE
oA E BRI A e, WTORM A T IR S S s il s A . A8 T, &K
SO EFZ W T O SCARZE S e i), 72 S Al b S8 ] AR 4R 2 AR AL W TO Ak & o

=. RIEBERDAFPRESEH S

Bda 5 58 O 2 R TR 55 A B BLSE TR, LR BT IR 55 AR B i 3 R A AR A AR S5 e X A
() 5 B B W Bl R R B S AR B R AR J2 R ) B A R ) LR I b SE LAY 5 5 2
(Palfrey & Gasser, 2012) o % [F 4 25 85 5 2 i A al e ) TLIC W JF 80 . 42 4 B T30 B {4 e
%, A STEHE N BOR H bR 48 51T R ICAS [5) JLH] A2 A B0 25 5 0 2h 1 s 4 T B, Bl 4k

* REEWH . AP IIRERE FE@ SIS BH B BniabaE SR AR (BHSS . 202317) #I%H).
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Ky 5 4 A W W B Al (BN RN BT, 2026 ) o FEEUHE S BRI B B 30T RE R A
HEENEET, EErE B R B 528 WTOVE i & Sk P iE A 1) e 58 i i e nh 2

(—) FIEH AR NI

I PR A T R 2 e P 5 A S0 R A (R IR e o ELIR I R ROME R & A b
WAh, EERWIIFRON AR B AR A ERE B sh T, B R g 4 ) I B A A2 A B AN A A
T (Box, 2016) . WL IRMAT S, AEEHLRILE b7 5 F T LB H AR FF . Hr, 6
ERTF “BHZE. W2, fHethse” S8 H RS0 B 56 00 [ i 35 38 4 450, Vil 7 1 AT 25 R s
BEL S 45 7 Al 55 00 26 [0 P LR I R v s e B B ORI P B T E AR B AR . IR S5
AU A @k m A I AR BACR] (Aaronson, 2014 ) , KIASKR T2 ik E Py B
BRI TR S R ) iz . A, BT A1ES R BAZ (OECD ) My 5t 7 I v 2 H M
TR oA 7 TE R 3% TR B R A ol ok R R W R 2 LS00 2 T AEFE R, A STk
SR PR R RIS A L ARBUE I . R A R L LS @

HECW A e A R BRI e e A . W% e . BEYe . BRRESARIE YW FHMREE
M %24 (Drake et al., 2016) o &N, BB %4 A W 4% 20 42 DL R B0 22 4 T 42 A 1Y) 17
M2eq . BRAZERN) XES . TERA B MY 0T LA 224 B RTHe T, 4% % 4220 DL i K PR B
Feg s i fa e Ve 5 58 B e A B S o AL S, B 2 A i LI ) R B0 1) 3 b 2 —— R 2 1 %
4, HSCHEH T W% e e M2 NS . ETEmAY R, “BRAMNNERER" |, BFAE “HdR
R E %7 (Kokott & Sobotta, 2013 ) , FaFAZe 4 vl 1B % 2 4 A W H 22 4 S5k b 0 i i g 2
I DUBHE U B TE 6] 3 LU R, N e iR RE 7 T 07 Ik R E AN B 51118, MR AL
224 W REBEAE T B 1k R 4 [ 3 B AT

(=) HIBEI RSN HHR 0 E 33812

DL A PR RE SR b e, ] N 50l 1 5 30 20 0 o) ) ST 3% A 40 S T A A A Ak 1 e AR S AR A
ML o T2 2 AE B LB SN L R A M B2 R 2 BRI E R, O
fERIAL B SR, YLLK B AR M AE i L ADBEA ) BER 0 B R AR AR A s OJE F IS o H 0k
sk ) B . Bl AL B N SR, R AR S A N B I A ) R S A PR FA BR
W46 22 A 5 S50 . OB b, S ) 53 0 1R DN 3 B ST AR e A A 1 i 5 R A% R O B
BURIE IR, i B W 5524 2-FZ- 5 B3R 15 S5 2 SR BOR AR ML AE i A AL B, (H 51 52-FZ S BRHE SR 3 5%
ST, G255 Fo A AR A N B A% i 2 A S B b v )

HR VR FALBAS ], m LK e 5 45 38 20 B ) 1) S B A2 40 S PR T . o —, B 42 o
Xt JEG J22 e 3 B R B IR 55 B VE BB N 2, P B IR AR A AN AR 1 N A RO A B BB TR 5
B #h] 52 4L 522 e 190 246 B 5 08 T A B0 R 45 O R g s T, MR B AR R B B R e AR L AL &b

(D FCC, Restoring Internet Freedom, 2017.

(2 OECD, Economic and Social Benefits of Internet Openness, 2023.

3 Russian Federal Law No. 242-FZ, Article 2.

@ Regulation (EU) 2018/1807 on the Free Flow of Non—Personal Data, Article 3.
(3 Turkish Law No. 6493, Article 23.
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FA (50) Bk ARG MR AN T2, Hodr L0 I BH A B e 85 [ AL f 7 0 BCE A Ak 4 it B A g
] (Chander & Le, 2015) o $UiX—R i &, Zo4 A< Mo A 15 it 14 A1 2L £ 45 GE 0% 52 ) 25040 125 =1 5%
AT 00 T A 5 A A 1 T R B SR A e S B LR o SRR — 25, O A A R it AN A SR TR 4R 1
BT AR A R R, WA g CslidE 20 . IR R S BURIEE” , BN T TR
GiRER . VEE EATRL, B AR A 4 2% B0 A8 SRS OIN T B e B R A ML B0 B A, X 5 e 1
BN B A A I A A R B ) A ROEE T A

(Z) SR SR A 80k

—J7 W, ECHE B 5 A B HL R 0 b A a] e B PR B S i E X — A LU SR B B S 0T
Heah 25 2kt 85 2 0 H B, JUHGENS M i Mk R 3 A R AE & 1 B iE FR 404 . — SE U sl B
JRF o) £H 280 B 2 B 4 AR I B B R B X B S 5 K B L PR R EREUT T S A R R ) 25 3
T, BRI 5 5 I B 00 BOE R H A RS AR AR 51 K T S BRI RN, 3K R R A A A e i K fel
Z B bR 5 Gy ik i i A, DGR EIRIECR R, b BB TR BE R LI K B 5 5 i 1 BT A S Y
WTO . UETIATWTOME W B EE A AL FE Ry, o B W BR 45 0 1 H Tk &5 5 2 80 (k&5
R BthE) (GATS) , HENEN HEERMRIEGATS — B F /b5 FGER WTO i 51 77 s 48 Hi ik
TG IE 4 M, W2 H bRkl 2 48 10 4ER3 ik 55 52 5 B e Ak 5 1 N R B AR P

Jy—J7 W, ELHE ) TR A R B TR FEG AT S SE AL 4 5 15 I A B 00 vk S e . A
H B GATS S AR I AR EF R B0 S 52 S i e i, 2 ki ] 3 ik v JEL B3 D R 5 L Y e A 1
P 2 HE DD LAy AL o 3X B DL R U5 AR R G 4 R SR 5 LU BE o FE I B — MR BB AR R R T
WTOE RAGRMETENE 5 GATS AT E s A AL 18 i, ) HOR AT A 1IE 24 2 L BUR H brBGE < 5
GATSAHAF B P i 5% T T 356 00 I o0 R 356 90 2 4 0 &M, 200 3 A b b 435 6 ok 0 306 199 FF e A
IR 2 A P R S R 2, e VR SR PREAR IBOR B bR EE B i W BEPE | TSR LAt £ 0 PR A AR
TE S5 J7 00 B ELIEYE . IESR USRI T, S0 BRI B T R PR A ¢ B LB BORIE
Y. WA S E PR B R A S AR AT “EEEZ KT (amicus curiae ) EUWL A, ©

=, KIEBEITIAFEIS MTOEBIK R

“hy 55 1E 2855 S AT 5 0 30 24 {4 B HE G 5L 40 W T R SR AR B BREE . M TR TR SR RS
M EAER LTI | ORI AR SWTOMEMER , T RMWTORRER S FRE TR 5
ST SR MU B L AR by e L MR 5 055 7 B0 PR A S B 5 57 S B A KR A i A A P BB 1 £
JE AR BLW TO I 10 224 Fl2s Rk . BAR A B TR R WTOEM A M S5 s, WA B W
I 5 55 57 5 R T TBO GATSAT S B0, L J2 vl BEAk A A S0 I B W T O e T35 55 i i1 ik 1R 22

(— ) FIERMALTE G NASIETEF

A B W FA f B R A AR M AL 35 5 0 BB B AR —, GATSH14% @ B Flw] KAk

(D USITC, Global Digital Trade 1: Market Opportunities and Key Foreign Trade Restrictions, 2017.

(2) USITC, Digital Trade in the U.S. and Global Economies, 2014; UNCTAD, Data Protection Regulations and International Data Flows: Implications for Trade and
Development, 2016.

(3 Marrakesh Agreement Establishing the World Trade Organization, Annex 1B, Article 14.

(4) Marrakesh Agreement Establishing the World Trade Organization, Annex 2, Para. 13.2.

(5 United States—Import Prohibition of Certain Shrimp and Shrimp Products, WT/DS58/AB/R, para.105-108.

(© IMF, OECD, UNCTAD, et al., Digital Trade for Development, 2023.
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RAFEECR BRI IEY . B, GATSHE 145 Faminy “fRipAHEME” WA mE R4
ABEFL”  (Mishra, 2020) . HiK, GATSH 145K L W2 HAE “HE0) & H J7 AR AL B A Bl AH
L 5 0 AE 2 B T B M sl AR A BR T 55 57 5 7 B9 wiGE T, EHEAS I BH kAT ar pl 5L R BE AT AR
E 8 57 AS 55 AR U g FR M A0 1 B R ML (5 B A FRAME AR A N B0 5 18 B0 A N BRFA PRI 5 A sk
i 5 ) B EAYHEHE” o B2, GATSKWTORE b1 LR A A BH Fa FA >k B i @ 2K
PEAS M AL it T LA SAT R G, (E B2 e BE 05 05 A o PN 5 b 481 1 ) 3K AR S

WRAY A, BRSO T A AR BEFA DR B 0 B0 5 B0 51 5 i) m] ) P A L R A P T SR A R T
Blo 25—, ENUNRETHOEWTOR 515 i % SCfa fil i) A N B Fa Ak, HBR F 24 X HRFWTO R Bt
B LT B A AR 15 i DL PR B A N B FE FA B BUR L S 0N) 6 7 2 R AT S B ) 45 418 % 30 R B A ST,
BRI R s R AN K IE N . BB, EATTIE IV W T O B3 1) AS [l AN KL B OFA v e Ta) ) o
%o BANGATSTESL THRM EINVLERIE R T T 1€, HHEE k] A&IN (IRSGIRUEE ) TERE
R B I A7 B 00 | Gl R 0 TS SR A M PR EIE 57, A B BRI R SR AN HE I ik X 2
WHIN. M52, GATSATHWTO M b1 84 & i) NEHRIGFALE A, SN NEIRIBFARIG S &
FILFERAE R -

& 6 F SC AR R R FA R 0 S AR ik ik Z B BR 6 IR ( Kuner, 2013) , Mol “&HT RIS
) AR i J S A 5 & B R X — EMBUE IS . Sk, WTOH 71 5518 iR AR 58— ML E
AMNEAERBAR EEEN ., EE IR RG] E S 4R A BRILEEAIT AEN R H R E S AL B R
TERAFAT A o ft e, VN AR B B A FA T B A U A I S A R I R T BA
¥#f4 (Ben-Shahar & Levitz, 2017) . BREBPE IR 5w 10 a2 AR A 15 52 0 45 24 77 /% 51
B 1 B 6 A B R R FA B0 0, P A S 1 S R A A B AU S T R AL B i v
HZWER . VIR R AR — S R RS T — TR, B R R 4 2 7 SR B 4
PRAPAS NEHR IR RN R i (S QBB S AL ), Wi PR 40 24 J7 1 VA A TE OR3P B AL Fan 4
1 00— BOE A E T s sorE o ¢

(=) #IEARMALI G & LIH T H 57y

& EIH R R R A AT G0 ) — FEBURH AR, GATSS 1454 WAE— & 2B Lkl H
VER A IEECR BARIIIE S T . SB145F TSI H 58 145K 58 cWsE2 H L —ai it , (HEE 850
“BEL 1k AR AT B 53 R BB AT R IE S <7 AN 5 7 P R Ak ) s R (B B B L SRV AR O Ak
AEPRAR &5 A W E 252 ) Pr s B o 1ZME EARIRTVERS B . B IRl E 20 R E I 98 AR
A Y HNAT R PR A BNk, GATSHI R e W TORE 51k (47 28 1 1 2% & i ad A 9 e b 32
P A B XCEE 03 ) A A A A i

AR, I BRik b0 2k b3 g3 CR P RN R R R A, 5 505 57 5 ) v 0P T R JE i o
ML RS R RE, —EHEN R AR EN A, B, &b RaEtEmmms . 17
i L BT R &5 A R S M L W Nk A AR, M APl AR Ak HOH f5 B AR
LSBT IR T R M ERR o VS Ah, BN A BTG 2 R R R R

(D WTO Electronic Commerce Negotiations Text, INF/ECOM/62/Rev.5, 15 November 2023: C.2. para.1,3.
(2) WTO Electronic Commerce Negotiations Text, INF/ECOM/62/Rev.5, 15 November 2023: C.2. para.1,3.
(3 EU Charter of Fundamental Rights, Article 7~8.

@ WTO Electronic Commerce Negotiations Text, INF/ECOM/62/Rev.5, 15 November 2023: C.2. para.1,3.
(5) OECD, Consumer Vulnerability in the Digital Age, 2023.
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W B, 325 R LUE % E ORI 5035 P A NERRRRL , 2032754k 5 1] 1 52 e fisf /DA T 2% 2% 5 )
iz G EF B (Winn & Webber, 2006) ; BB AEEE R SLik R T 20N 28 PR
B (H 2o L TR O ) P S R B RS . Cookie B IA ST I [H) 25 TSR RN 32 B Vi
FZ, RAEBREMEN GO, AR IR IR S5 PRAE R B R E

IER N, WTOW T/ &5 iR AE S DL T = 289258, A RE DI 4 8l 26 13 2% 3 O 4 i 1 B
SV A RRETEREAN NEUREFAZ R & EIH 8 R 2, XBRIE R K TR 55
PG R PEEE ARk Ok B A O B R AN KO B B AL Y ) B A P AL
W TR SN HZ R LE LR ERPRE, XRREWRB TSRS 58S B
HL S SR H S A B0 B B R AR . A N TR B B G 1k TR A ok R i A P =R
HEBTERPL LHRENIRSE, XBRERPLRE LERENLFRSH . HHE RPN SRS
. & Ll HFERFBE RS, CHP T IR AR R L IR RAE 4 BT A S

(=) FIFERMAIE G ML T8 5

A 245 22 4 AR 0 4% A A o) 4% 25 ) ¥ B ) S B S, AR B A st AR 8 i B Y 0 B BUR H
bro HMARGATSHE AKX ML EAGF WA, HHE—E 2R BN IS 2 4 A5 2 23 L EUR H bRy IE
LAtk BIL, FARFaTN YR AT ol R A I8 o5 OR R I 45 22 4 ) 1E 5 28 R BUR B AR,
DRI Ay 90 245 22 4 UMM R A 35 BB TE BT 35 % — T £ 6 A ) 255 40 ke 20 T R 0% 7 B T A R,
Hk, B4R H SR 14K B IR 1~2 H I 6 —wHide, HEFm A B kAT AT R 1R B
AT PRIEESF A 5 A P M B iE HEEGE ML (B L2 e ) Prn SR , Wt 54 B
FEVFW T O Jik 53 A O B 194 465 2 4 T i P e o S0 | 5 B ) A 0 i 0 K 0 80 A st A i it . Ao
XYEHLE B R ELARAT M2 2 W HE S, 3 ek 515 W TO R S5 W 2% 22 4 W4 1 B & A, lont
B 51 By W T 1 B HLARAE AR SR AT e AP ATIR

SEIBH) L, WTOW T/ 55 ik B B UK AR 5 1 S e 0 1 2% 22 A i BRE D o X
FHRuTH B, vl s ehlE . HA . SEE | Byt SERE. DL AT ML 2 e B
A KAL) S B RERE S B, IR IR R 2 M e 2 24 5 1 1 O T 4 ) BN AR B0
AL KA E M 2R TR G B D NIRRT R ST R
7 o O TR E, VPR SEIE | SR ARG IXURG AR AR X I 2 2 Ax M b T R
P B O EEAAC , HoE AMR G TR IE W B AT Ml b v /B R — S50 v R XU B P e
ESER” L Yokl R R A S R LU B B BRI IR 5 R bR . 7

AR R BB O O EAESHE GUR I E MR, FREE S R EAUR RS K EALE
2o (alH) HARSE AR X — WL, A m i A A S 4 A 2 8] = A EAE — R B 45 M TSR (A
B, 20185 MBS I, 2020) o mtbal g — Bk, oD R EACREERBUEA” 1%

(D The Hurdles of Article 22 GDPR Explained. (2022—-03-04) [2026-01-15]. https://reflect.ucl.ac.uk/laws0338—privacy—data—and—surveillance—law—2122—class—
blog/author/harsh—arya—21/.

(2) WTO Electronic Commerce Negotiations Text, INF/ECOM/62/Rev.5, 15 November 2023: C.2. para.1,6,10,15.

(3 WTO Electronic Commerce Negotiations Text, INF/ECOM/62/Rev.5, 15 November 2023: A.1. para.1~5, C.3. para. 1.

@) WTO Electronic Commerce Negotiations Text, INF/ECOM/62/Rev.5, 15 November 2023: C.1. para.1,3,5,6.

& B, T EORF T REAR A R 0 2 A I T RSB — [ R b X A BRI A 55 8 SRl

(® WTO Electronic Commerce Negotiations Text, INF/ECOM/57, 19 August 2020: D.2. para.2; WTO Electronic Commerce Negotiations Text, INF/ECOM/62, 15
November 2023: C.4. para.2.

(@ WTO Electronic Commerce Negotiations Text, INF/ECOM/57, 19 August 2020, D.2. para.3; WTO Electronic Commerce Negotiations Text, INF/ECOM/62, 15
November 2023, C.4. para.3.
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7 A it 5 0 2% EAUEE DI ¢ ( 26RO BER, 2023) o REEWTOH /& &L iR A H —
BRIP4 A, RERE TW AP Mg AT HN CTESARBORERRT BNz, Ui
HbZ E R RFW T O IE AL s H0S HC A 4 [0 2% 25 T 1A 1) 504 8 050 8 i) S A, DL R i 2 [ B L &
BF . 30 R AR H BRIR R B0 UL E AL

(v ) FIEARMAIE G FF LB R

b2V S =1 N e [P 1N L 7 0 L 7 N E s ) o | A O 10 = N
Ak, BT REAF S GATS S 16~175RMAT AL . H—, HUEA AR v] G 3 R N
S5 BT A 7 N R SR T AT S A A, P R T S AR b
AT X 32 A B0 7R 55 8 L PR i, BT AR S GATS 165 58238 A 310 “BR il Rk 55 32 5 B & 1k
MR 45 r= i a B s Ik R . H T, B A Ak R i vT RE 0 R B R AR 55 . HAL b, BUE AR
WA 2 BB R GATS S TRAFFEF PG . 15 % 9k H Y AR AL 1l S 1] R AR5 it Jie DU) v ol 10 1 i
jii (Ramesh, 2018) , 5@ & W5g i H 2 A B RAFEIEN LS &% (Zhang & Mitchell,
2021) .

Ay 250 408 7 b A 48 it 0 & S v R BT R SR AL o R, R R T B S ) T ) M 7 ok B
BEEE S, 5 & R v GO T 2 B ) RO 55 57 S T TN bR BT g s e, B R
HHAASBIENRE SIS, EAMHBRER S KR (Cordoba, 2008) . {HWA SLUEMF UK
WH, &R o B A T EOE AR AL R R 22 TF 4R A I ( Badran, 2018 ) o WTOZXEAR 5 I Hr 1)
ZEUF KRR S 7R TS Bh & v i DAk N e BRZE T, MR P R DR AR T O R O B IR S5 AL £
e g bl DR N R TR R BB T IS A B B AR 2 — o VLUB R A M Ak R A 18 BT 0 A 4l
B S 4t T 45, 2w A5 H S st il % b o BB BT A K

AR, WTORE A 56 T W 4% 5S¢ B X Fh s A Hu Ak 85 it . — ITW T O L+ 35 55 TAE it %) 2
N, EDEE . AR SRR CESAE N A i G B ] R i AR IR AR B ASURI R SL SR, FRIA
[k A ASIEN B T3 X B R A R IR K M2 R EBAL” o PTIWTOR 17 55 it
WRANE) T8 DL AE AL e B 5L, R R . &k . fede . 2R BRI . e,
HA . whlE . MR8, #vu=2 . #idk . Gz SR SE R P B e e B B8 &k Ak, 2% kXt
B EH (SLUE T BN ) BB, P E . AR HAA . LB EAE T AR PR,
R PR A5 X B AL S S AE S Bl . BN EE SR VEOIE . BT AR AE S AT X A0 X A, LA P R B, 74 i S A 5% B 1 i
R JEN R A R BOR B RIS R R B A, IR DL EL - T AT i N 2R AR S L AR G B AR 4
{1 3% B oh . ©

M. KIEFEEATNAFIET UTO ZE L3S

PRI W T O i L ) A5 40 125 953 3 20 ) BALARL P03, IE 200 T 80408 AR AR i it ) 2 B8 2 4, T RIS
B A AL FEHBOR HARMWTOMX. At 5 5 58 B WP 2 . B — 2 RAEW TO WL 17 55 1 14 4 A

(O WTO Electronic Commerce Negotiations Text, INF/ECOM/62, 15 November 2023, D.1. para.2,9.

(2 The E-commerce Moratorium and Implications for Developing Countries—Communication from India and South Africa, WT/GC/W/774, para.5.

(3 Work Programme on Electronic Commerce—Progress Report to the General Council, S/L/74, 27 July 1999, para.15.

@ World Bank Group, World Development Report 2016: Digital Dividends, 2016.

(3 Moratorium on Customs Duties on Electronic Transmissions: Need for a Re—think—Communication from India and South Africa, WT/GC/W/747, 13 July 2018,
para.2.2.

(© WTO Electronic Commerce Negotiations Text, INF/ECOM/62, 15 November 2023: B.1. para. Alt 1~3.
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hRARH T FRPE, BN, bE . BEMRZRIE BB EIN L, RS2 H B
AR THEE VIE— 2R AR AR SR R ISR WTO B 5 5 A 6 B 4 45 R R B0 L 7S
P, FEAS D PR B T A 3R O (B B I 2 6 A5 E o i 8T SO0, A ) SR b AR R 4 A £ YR SE A Y
FIWTOMN, DLIFRitZ,

(—) R Ai. A%hXEAMCER

1. HEEMNAREIREKE

TR, LI A — A TE AR AL S TR, R B N HEL LS R AT R
—o MICfRe &, BRAEH “fRbacs . # ERRT B, HERPNGHEE 2 R4 AH TR 4%
A Rl 25 A0 KT MINIET 578 . I ERUKAE R RO M e HE” @5 2 WTE—3C, b o il i 5 e 15 5
T RN B BGRTE BRI A BRSSO 1B ek ELE ) SR S R £ 0 AR B R A A
4l (Waz & Weiser, 2012) , ZFIZ5AH T L3R BRI —Fp B ROAR 75 528 . 0 38 57 1 H s
B B 5 AR R AS, EALE S BN e DIBUN B AR R N 2 A B R, dmak
] L2 FAG VEIR B R TR A B 0. M T EBWNE, WA WE QSR sr ik 3 X m e
Pk BB ) &R . Hirsch (2013) $8H, “RAWE R AR BEFLR, FHEFREEE
AR .

EWTOLH BHNR A WM E F N A el fppE sl . H—, WTOXE R0 28] & 1F B HE & A Ba
Ao HAT, WTOMEBAMICE R . SR . BRMEIE S HEET, FERIRMEEAZ. i FH
BRAROLE) . M RBATSEIFRAVE. Tl &, AR E S WTOR £ Rl 45 AH 56 07 2H 400 & 1 B SR %
P 95 45 I A B I B R — Bk . K, IR SR 5 5 LB Sk 5 T A M B T . AT R
WTO - § 55 3% 30 ik FIk 20T 33 H XURS: B 38 i S B N 6 2% 22 & iy . =, B ERE 2
HIRMGEIS SSRGS IZ M B EA s . LI20184E HER GRS IS b, H “HTFastts
] R RS L e Ui A I B B SR S e 5 5 S AR S .

Ho%, iR 2 R 5AH T PR A THefT 2 R A e i, S (2017) 8, “E (£
g A LS ) FAERA debde 4RIE” |, HISR BRI AR 55T hk B (ICANN)
() % R 25 AH 56 7 #5E5 c TCANNEZE 41 4 BR BB M £2 8 b 00 i o 4 e ik b 73 B Iy B P 6
{HJG B 55 B AR B IC ANNOG [ Bkt 2 B AT o Rl A2 B 0 (0 8 M AR T 0 /Al 2 i, s Ak 28
FEAL . 3 I 2% AL S5 I E R ICANN ) 2 ) 25 40 56 7 B B A SR PEARAE ( Carr, 2015) o
X ) 5 W T Ok 5 2 FIl 45 AH SC T L 2UE A B TEX LB AR M A&, EAEEXRZRTAIESS
IR HHRPE BRI 2 R 5 AH G T ALY, T LAAG) R I 4% 45 ) i i e Rl A 5% B 0 th S EL I R 2

2. HEENZ LR FERE

BT BRRA 22 A BRI 20 4 T 00 s B R e 2 TR A, IR SEBL R FA e 2 B T P 45 41

&

D BRI 1K GOV AEZ B E RN RDIE S R DL Oy SRR S B, R LA MUERRSN o £l WTO Electronic Commerce
Negotiations Text, INF/ECOM/62, 15 November 2023: D.1. para. 2,5.

(2 Internet Society, Internet Society Issues Paper on Intellectual Property on the Internet, 13 June 2013.

(3) The General Agreement on Tariffs and Trade 1994, Article 15(1); Declaration on the Contribution of the World Trade Organization to Achieving Greater Coherence
in Global Economic Policymaking, para.5; The B-READY Methodology Handbook, Chapter 7.

@ IGF, IGF 2018 Reports, 2018.

B JEREERRIESS, H20164F10 H1THAE, ICANNAYERGEE A SE B BUR AL 28 5 2 ER I 4EIX . £ 0.: Stewardship of IANA Functions Transitions to
Global Internet Community as Contract with U.S. Government Ends. (2016-10-01)[2026—-01-15]. https://www.icann.org/en/announcements/details/stewardship—
of—iana—functions—transitions—to—global—internet—community—as—contract—with—us—government—ends—1-10-2016—en.
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LHETRS, DNmfedlG Mg H Pl i B 6. nT L, FHERESH5AEMERRZ P, KHh
SR ) R ok bd BT 238, 2024) , BFSEME SN B A . B R Em
T, HATREMNMSERENAEIREARGE. HPoE A EENERIFRMEmAEE ML, HohE
G — W B AL e A R iE s, R PR LS B PR 5 AR, X R
HERW A BRI 2R SE— R R, HIK, TEBHEARGEIR TR EN B, AT
Tkt , RO TE AN E R, BRI REG SN R (IBEE, 2022) , £i%Y
s, AP R B IR SR E IS R R R . BB R 5N IEERNEO.

TEWTOE P B WA FAEAE RN, K 52 10 BORWTORE bt P Es B P B R AL , PR 28 8 2 ik
ER S . MEIGE. BEAEENZE, GATSHEI4AFKP I IE S A LEUR Hir S LR FEE 0 ER 2
REAGEAM, HEH RS, GATSEWTOI 47L& T ) L 2 FEE, EIZAWTO
% G E ] P A R R P O A SR R B AR IE S S . S, WTORRE e R FEE L
KAET R AAE R . WTO IR A F e S LB 8 Sk w20 5 52 5 R 0 B9 NE PR B fA . 28 BT 9%
TR A g A S ) R SR [ PR PR E 5 SRR A AR SE, ko Rg s R B T E e 15 B R
R7 OEIEWE WSk RN AR E”  (Richards & Hartzog, 2017) . 4%k, 2RISR
HIWIE X RUEWTORN BB AR U R EE. 052, BEEEE Sy — T E bR
P )

TEEIE AR, B AR WA T H AR E A A = E BN E T EENEE B K (data
free flow with trust, DFFT ) , - F X EIEA AR ZEARE ., DEFTERHERR “7EAE 55N 77
il Bs B AR AR i 00 700, VB AE AT TR 0 S W T O gk, 54681 A1 504 AR Ak 5 it 42 At 8
S/ L I N ol S/ 1 L i o B /U 4 N R A e 7 T K e 1 4 | 7 N S D L R A o T
BN, AR T AT M SR UG SR TE A R BESR oK IR . DWW T O HLF 1 55 1 i ik A I 32 2k
F., TIRBAEGATTH206MGATS 51455, IMEMIBEGATS 1455 d . eI, PR 54k % 1558 M
— 5 b S AR R B B i A AL A, AT W 1E 24 20 SRR H bR 0 158 B A T R o] 4 A S AR JE
BB AT A o

(=) MR ZE: 2h 54tk h 5 AR

1. SN ABIRREFAR AR R &

BAAE — ) A0 SR PR BE A NBR B AL IEAS 208, WTOJE 1148 %5 [ Br [ N A2 ik 101k & i L 5L
% . BN TIESREERALILOZ 0 T8 EWTOERM A b idr, %k IEE A S 2 %)
HBEFAR AP ALE) FrriFR 7 ( Mattoo & Meltzer, 2018) , I H % vE A0 5L 1E 0 LA 7 58 7R [
T H ] RA 45 W B o 38 T N BR AL TR A B i & R A Pl DL R OGH AN X8 57 5 e HEAE A IR 55
T KR A VRIS R, WTOE B Y 7K HH A A E 4 05 FA 7 R v VR AR 8 2R B 00 Py ) 4k
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SR oy P JEE ] — M. Zm, (EZEMPrE ) (United States—Mexico—Canada Agreement )
198K FE2HME, “grLy I EAN NGB RIIEHEELRN, MBS (KRS S HAFRAE

(D World Economic Forum, Data Free Flow with Trust (DFFT): Paths towards Free and Trusted Data Flows, 2020.
(2) WTO Electronic Commerce Negotiations Text, INF/ECOM/62, 15 November 2023: Scope and General Provisions para. 6.
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HLBJ) 1 B S A 1T S AE RS Y 2% RO, TR 2 E T 2R ORI I BRI VR O 4R,
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(D 2011 Leaders’ Declaration. (2011-11-04)[2026—-01-15]. https://www.apec.org/Meeting—Papers/Leaders—Declarations/2011/2011_aelm.
(2 WTO Electronic Commerce Negotiations Text, INF/ECOM/62/Rev.5, 15 November 2023, C.3. (1)(2); C.3. (1)(3).
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SR, 8 ARl B B D0 6 AR W S o o BOR % Lk SR A e S, ELAE 4 GRS 1 1T
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O g B B 3 R IR S0 L A5 S D R BR L AT A e A PR BE N IR 55 T e 4 A T B ) A R

3. VIEEEME = [R5

W TO WL 55 1 12 15 ) T D 99 4% =5 a) y B 1) @ik e 4 i, SE WA A ie 2l H o5k,
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MAVTHC o AR, 255 NG E 1 78R 25 284 XU B e 58 ( Boehm et.al,
2019; Knowles, 2024 ) . [a)@l & &V me i i ) o A BOR BV BESN L o 9 ) W T O Jig 5 1a) gl 4 2% ¢
EWNERITEBRSEIFATR, WTOR 5 5 SIS WTO R St 5 5 5 A 5% 0 2R85B 5 5
Bl B A5 VR B9 7=, N B B 2SR W T O Ji Al 22 1 4 AH oG T 2 8UJF e I B 5 4 . S8, WTO AR 5
A5 Z R R TTHA R E, HAAE201 74 e R R e 7R 5kl 7 (ERE T 5
FH1E8IL) (Electronic World Trade Platform Initiative ) o — & LLl-Z , 008 4% 22 42 76 P IfE D)
1 & BEVE T A S22 1)

HK, EWTOE P ok B4, B ER0) E YA RFIIE . B ESEREG L4 (M
4 EA: PSS (2.000) ) YR, BS SSRERMA EAL, FEAT E WG A a0 TR L E
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32 ] 37 2 R WA 6 A5 AR S BHE A 7 ) #T R B, 2 T R RS R R . R A A L B K
Fl i 55 2o Fl 4 B ZSHE & 55, R A s ik E B0 ARG R B O A S — FhE
X7 (Elms, 2021) , HHEENH BB E CEFIESRE VRSN TR, 7EZR )
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TTHIEEREM”  (May et al., 2004 ) , SEHWTOZHE % 57 AR 78 26 N & &1 E TR
Y152k, AHWT O B F Pk AL 0] Ay 50 AT 5 v A w1 s 36 o) B A R 25 9P . PR dm, e i e i

(@ WTO Electronic Commerce Negotiations Text, INF/ECOM/62/Rev.5, 15 November 2023, C.3. (1)(4).

() PIIE, Dealing with Cybersecurity Threats Posed by Globalized Information Technology Suppliers, 2013.

(3) Commission Decision of 24 May 2004 relating to a proceeding pursuant to Article 82 of the EC Treaty and Article 54 of the EEA Agreement against Microsoft
Corporation (Case COMP/C-3/37.792 — Microsoft), 2007/53/EC, 6 Feb. 2007.
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(D Joint Statement Initiative on E~commerce, Communication from Brazil, INF/ECOM/17, 25 March 2019, Section XIII.

(2) Cybercrime Convention Committee, Transborder Access to Data and Jurisdiction: Options for Further Action by the T-CY, 2014.

(3 WTO General Council, An Undifferentiated WTO: Self-declared Development Status Risks Institutional Irrelevance, Communication from US, WT/GC/W/757, 16
January 2019, para.4.4.

(@) WTO Electronic Commerce Negotiations Text, INF/ECOM/62/Rev.5, 15 November 2023:D.5. para.l.
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Regulation of Cross-border Data Flows under the WTO Law
REN Yan-jiao
(School of Law, Central University of Finance and Economics, Beijing 100081, China)

Abstract: The regulation of cross-border data flows constitutes a fundamental issue in the governance of global digital trade.
WTO law stands out as the most appropriate framework for reconciling the disparate norms on cross-border data flowing across
jurisdictions. The regulatory orientations of cross-border data flows fall into two categories: free data flow and secure data flow,
while the regulatory approaches include two types of data localization measures, namely strict data localization requirements and
conditional data flow mechanisms. Policy objectives such as data privacy protection, online consumer protection, cyberspace
governance, and digital industrial policy can serve as the primary basis for judging the compatibility between WTO law and data
localization measures. Normatively speaking, WTO law ought to encompass data localization measures that serve legitimate
public policy objectives; further, it should refine its regulatory rules by closely aligning with the respective policy objectives
underlying these measures, guided by such principles as hybrid regulation and digital trust.

Keywords: digital trade; cross-border data flow; WTO; GATS; joint statement initiative on e-commerce
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